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1️⃣ AI Fundamentals (AWS Exam Core)

What is Artificial Intelligence?

AWS Definition: Artificial Intelligence is the ability of machines to perform tasks that typically require

human intelligence. These tasks include:

Learning from experience
Recognizing patterns

Understanding language
Making decisions



Visual perception

Think of it like this:

Human Intelligence: You learn from experience, recognize your friend's face, understand jokes,

make decisions.
Artificial Intelligence: A computer program learns from data, recognizes faces in photos,

understands text, makes predictions.

Key Insight: AI is not magic. It's a mathematical approach to solving problems using data and
algorithms.

The AI Family Tree: A Complete Breakdown

This is THE most important concept for the exam. Everything in AI falls into this hierarchy:

ARTIFICIAL INTELLIGENCE (Broadest concept)


├─ MACHINE LEARNING (Learning from data)


│  ├─ Traditional ML (Supervised, Unsupervised, Reinforcement)


│  │  └─ Algorithms: Linear Regression, K-Means, Decision Trees, etc.


│  └─ DEEP LEARNING (Neural networks with many layers)


│     ├─ Convolutional Neural Networks (Images)


│     ├─ Recurrent Neural Networks (Sequences)


│     └─ Transformers (Language, Multimodal)


│        └─ FOUNDATION MODELS (Pre-trained, reusable)


│           └─ LARGE LANGUAGE MODELS (LLMs - GPT-style)


│              └─ GENERATIVE AI (Creates new content)


└─ Symbolic AI (Rule-based, non-ML) - NOT covered in AIF-C01


Difference Between AI, ML, DL, and GenAI

Let me explain each with real AWS examples:

1. Artificial Intelligence (AI)

Definition: Any computer system that mimics human intelligence.

Scope: The entire field. Includes everything below.

Example: AWS fraud detection system that flags suspicious transactions.
Why? It's intelligent — it learns patterns of fraud over time.

2. Machine Learning (ML)



Definition: A subset of AI where machines learn from data without being explicitly programmed

for every case.
How? Feed data → Algorithm → Model → Predictions.

Scope: Narrower than AI. Only the learning-from-data part.
Example: Amazon SageMaker predicting customer churn.

How? Fed historical customer data → Algorithm learns patterns → Predicts which

customers will leave.

Key Difference from AI:

AI: "Recognize face in photo" — could use hardcoded rules (not ML).
ML: "Recognize face in photo" — learns from thousands of face examples (ML).

3. Deep Learning (DL)

Definition: Machine Learning using artificial neural networks with many layers (hence "deep").

Scope: Subset of ML. When ML isn't enough.
When needed? When data is too complex for traditional ML.

Example: Amazon Rekognition identifying objects, people, and activities in images.
Why DL? Images are complex. Traditional ML can't handle the complexity. DL can.

Key Difference from ML:

Traditional ML: Works well with structured data (tables, numbers). Linear Regression, Decision
Trees.

Deep Learning: Works well with unstructured data (images, text, audio).

4. Generative AI (GenAI)

Definition: AI systems that generate new content (text, images, code, etc.) based on learned
patterns.

Scope: Subset of DL/AI. Focused on creation, not just prediction.
Example: Amazon Bedrock with Claude generating customer service responses.

Why GenAI? Instead of retrieving a canned response, it generates a custom, contextual

answer.

Key Difference from DL:

DL (Discriminative): "Is this image a cat or dog?" — classifies/predicts.
GenAI (Generative): "Create an image of a cat" — creates new content.

Real-World AWS Examples: Why Customers Use AI

Example 1: Fraud Detection (Predictive AI)



Company: Online retailer using AWS.

Problem:

Detect fraudulent transactions before they cost money.

Manual review of every transaction = impossible.

Solution: Amazon Fraud Detector (uses ML).

Training: Fed millions of past transactions (fraudulent + legitimate).

Learning: Algorithm learns patterns (e.g., "Large purchase from new account at 3 AM =
suspicious").

Prediction: New transaction comes in → Model scores it → High fraud score? Block it.

Why AI?

Can't hardcode all fraud patterns (too many, constantly changing).

Machine learning finds patterns humans miss.

Example 2: Recommendation Systems (Predictive AI)

Company: Netflix using AWS (conceptually).

Problem:

Show each user content they'll actually watch.

Millions of users, millions of content items = impossible to manually curate.

Solution: ML-based recommendation engine.

Training: Fed user viewing history + content metadata.

Learning: Algorithm learns patterns (e.g., "Users who watched Breaking Bad also watched Better
Call Saul").

Prediction: New user watches Breaking Bad → Model predicts they'll like Better Call Saul →
Recommendation appears.

Why AI?

Personalization at scale.
Every user gets a unique experience.

Example 3: Chatbots (Generative AI)

Company: Bank using AWS for customer service.

Problem:



Answer customer questions 24/7.

Can't hire enough support staff.

Solution: Amazon Bedrock with a foundation model (like Claude).

Training (done by AWS): Model trained on billions of text documents.
Fine-tuning (done by bank): Bank trains the model on banking-specific docs.

Generation: Customer asks "What's my loan rate?" → Model generates contextual answer.

Why GenAI?

Can't hardcode every possible customer question.

GenAI generates custom responses in natural language.

Example 4: Image Analysis (Deep Learning)

Company: E-commerce company using AWS.

Problem:

Automatically tag products in photos (e.g., "blue shirt", "cotton", "size large").
Manual tagging = too slow, too expensive.

Solution: Amazon Rekognition (uses deep learning).

Training (done by AWS): DL model trained on billions of labeled images.

Detection: New product image uploaded → Rekognition identifies objects, colors, attributes.

Output: Automatic tags created.

Why DL?

Images are high-dimensional data.
Traditional ML (e.g., Linear Regression) can't handle complexity.

DL models see patterns in pixels that humans-programmed rules can't.

Predictive AI vs Generative AI (EXAM CRITICAL)

Aspect Predictive AI Generative AI

What it does Predicts/classifies based on patterns Creates new content based on patterns

Input Data or question Prompt or context

Output Score, label, or prediction Text, image, code, etc.

Example "Will this customer churn?" "Write a customer service response"

AWS Service SageMaker, Forecast, Fraud Detector Bedrock, Q



Aspect Predictive AI Generative AI

Use Case Business decisions Content creation, assistants

Key Insight:

Predictive: "What will happen?"
Generative: "Create something new."

Both use learning from data. Both are AI. GenAI is just more exciting because it creates.

Why AWS Customers Use AI (Business Value)

1. Automation: Automate repetitive tasks (fraud detection, tagging).

2. Personalization: Custom experiences at scale (recommendations).
3. Speed: Real-time decisions (fraud in milliseconds).

4. Cost Reduction: Fewer manual processes, fewer staff.

5. Better Decisions: Data-driven insights vs. human intuition.
6. Competitive Advantage: Deliver better products faster.

AWS's Role: Provide easy, scalable tools so companies don't build from scratch.

2️⃣ Machine Learning Fundamentals (AWS Focus)

What Does "Learning from Data" Mean?

Simple Definition: A computer program improves its performance by analyzing examples without being
explicitly programmed for every scenario.

Analogy:

Traditional Programming: "If temperature > 30, turn on AC." (Hardcoded rule).

Machine Learning: Show the system 10,000 days of temperature data + when AC was turned on →
System learns the pattern → It figures out when to turn on AC.

The ML Lifecycle: Training vs Inference

This is the most important concept in AWS ML. Everything you do with SageMaker follows this:

Phase 1: Training

What happens:



1. Collect historical data.

2. Algorithm processes the data.
3. Algorithm learns patterns.

4. Creates a "model" (mathematical formula that encodes learned patterns).

AWS Service: Amazon SageMaker for Training.

Example (Price Prediction):

Data: Historical house prices + features (size, location, age).
Algorithm: Linear Regression learns the pattern: Price = (Size × 150) + (Location × 

5000) + (Age × -1000) .

Output: A trained model.

Key Point: Training is EXPENSIVE (time, compute, money). This happens ONCE.

Phase 2: Inference

What happens:

1. Take the trained model.

2. Feed it new data you want predictions for.
3. Model outputs prediction instantly.

AWS Service: Amazon SageMaker for Hosting endpoints or Batch Transform.

Example (Price Prediction):

New data: House of 2000 sqft, great location, 5 years old.

Model input: Size=2000, Location=great, Age=5.
Model output: Predicted price: $450,000.

Key Point: Inference is FAST and CHEAP. This happens many times.

Core ML Concepts: Dataset, Features, Labels

These three words are on every exam question. Understand them deeply.

1. Dataset

Definition: Collection of all your data used for training.

Example (Email Spam Detection):

Dataset = 10,000 emails (5,000 spam, 5,000 legitimate)




Properties:

Size: 10,000 emails (the bigger, the better, usually).
Quality: Clean data without errors (garbage in = garbage out).

Splitting:
70% Training set (algorithm learns from this).

15% Validation set (algorithm checks itself during training).

15% Test set (final check if model is good).

2. Features

Definition: Input variables (characteristics) the algorithm uses to make decisions.

Example (Email Spam Detection):

Features:


- Contains word "FREE" (yes/no)


- Contains link (yes/no)


- Sender in contacts (yes/no)


- Time sent (morning/afternoon/night)


- Email length (short/medium/long)


Key Insight: Features are what you measure. Good features = good predictions.

Why features matter?

Bad features: "Email color" (not relevant to spam).

Good features: "Contains suspicious links", "Unknown sender" (relevant to spam).

Feature Engineering: Choosing and creating the right features = art + science. Often takes 80% of ML

work.

3. Labels

Definition: The "answer" you're trying to predict. Also called "target" or "ground truth."

Example (Email Spam Detection):

Email 1: [Features...] → Label: SPAM


Email 2: [Features...] → Label: LEGITIMATE


Email 3: [Features...] → Label: SPAM


...


Key Insight: Labels are only available for training. When you make predictions, there's no label yet —

that's what you're predicting!



Training Formula:

Features + Labels → Algorithm → Trained Model


(what we measure) + (what happened) → learns pattern → can predict unknown 

data


ML Types: Supervised, Unsupervised, Reinforcement

All three types are available in Amazon SageMaker. Each solves different problems.

Type 1: Supervised Learning

Definition: Learning with labeled examples (you tell the algorithm the "right answer").

How it works:

Features, Labels → Algorithm → Model → Predictions


(has answers)                         (predicts new data)


Analogy: Learning with a teacher who provides answers. You study examples, understand patterns,

then apply to new problems.

Use Cases:

1. Classification (predicting categories):

Email: Spam or Legitimate?

Credit: Approve or Deny?

Disease: Present or Absent?

2. Regression (predicting numbers):

House price prediction.
Sales forecast.

Temperature prediction.

Real AWS Examples:

Problem AWS Service Type

Detect fraud in transactions Amazon Fraud Detector Classification

Predict customer churn SageMaker + Logistic Regression Classification

Forecast sales next month Amazon Forecast Regression

Predict house prices SageMaker + Linear Regression Regression



Pros:

Works well with enough labeled data.
Clear target to optimize toward.

Cons:

Requires labels (expensive to collect).

Can't use if labels don't exist.

Type 2: Unsupervised Learning

Definition: Learning without labels. Algorithm finds patterns on its own.

How it works:

Features (no labels) → Algorithm → Patterns/Clusters


(just data)                         (algorithm figures it out)


Analogy: Learning without a teacher. You're given a pile of unlabeled photos. You organize them into

groups: "animals", "cars", "people" — the algorithm finds these groupings.

Main Use Cases:

1. Clustering (grouping similar items):

Segment customers by behavior.

Group products by similarity.

Find anomalies (items that don't fit any cluster).

2. Dimensionality Reduction (simplifying data):

Reduce 1000 features to 50 (make data simpler).
Visualization (view high-dimensional data).

Real AWS Examples:

Problem AWS Service Type

Segment customers for marketing SageMaker K-Means Clustering

Anomaly detection in network traffic SageMaker IP Insights Clustering

Reduce image dimensions for faster training SageMaker AutoEncoders Dimensionality Reduction

Pros:

No labels needed (cheaper to create dataset).

Explore data without predefined categories.



Cons:

No clear success metric.
Harder to evaluate quality.

Type 3: Reinforcement Learning (RL)

Definition: Learning through trial and error with rewards and penalties.

How it works:

Agent (AI system) → Takes Action → Gets Reward/Penalty → Updates Strategy


Analogy: Training a dog. Dog does action → gets treat (reward) or no treat (penalty) → learns which
actions are good.

Key Components:

Agent: The learner (AI system).

Environment: The world it operates in.

Action: What the agent can do.
Reward: Positive feedback (score goes up).

Penalty: Negative feedback (score goes down).

Real AWS Examples:

Problem Use Case

Robot learning to walk Agent tries different moves → gets feedback on stability → learns

Game-playing AI Agent plays game → wins = reward → learns winning strategy

Supply chain optimization Agent makes decisions → evaluates cost/efficiency → optimizes

AWS Service: SageMaker RL (less common in AIF-C01 but important).

Pros:

Works when labeled data doesn't exist.

Can optimize complex scenarios.

Cons:

Expensive to train (requires many iterations).

Hard to tune.

ML Workflow: Step-by-Step Example



Let's follow Price Prediction through the entire ML workflow:

Step 1: Problem Definition

"Predict house prices in real estate market."

Step 2: Data Collection

Collect 10,000 historical houses with:

Features: size, location, age, bedrooms, bathrooms, garage.

Labels: actual selling price.

Step 3: Data Preparation

Remove errors and duplicates.

Split into train (70%), validation (15%), test (15%).

Normalize numbers (so size and price are on same scale).

Step 4: Choose Algorithm

For regression (predicting numbers), choose Linear Regression.

Step 5: Train Model

Feed training data to Linear Regression algorithm:

Algorithm processes 7,000 house examples


Learns pattern: Price = (Size × coefficient) + (Location × coefficient) + 

...


Creates trained model with learned coefficients


Step 6: Validate Model

Test on validation set (1,500 houses):

Validation house: Size=2000, Location=Great, Age=5


Model predicts: $450,000


Actual price: $460,000


Error: $10,000 (acceptable)


Average error across all validation houses: $8,000


Is this good? Maybe. Depends on business requirements.


Step 7: Test Model



Test on completely unseen test set (1,500 houses):

If test accuracy ≈ validation accuracy → Model is good


If test accuracy << validation accuracy → Model is overfitting (learned 

noise, not patterns)


Step 8: Deploy Model

Use model in production via SageMaker Hosting:

New house: Size=1800, Location=Good, Age=3


Model predicts instantly: $420,000


Real estate agent uses this price for listing


Step 9: Monitor & Retrain

Monitor predictions vs actual outcomes.

If performance dips, collect new data and retrain.

Key ML Terminology (Exam Critical)

Term Meaning

Training Learning patterns from data

Inference Making predictions using learned model

Overfitting Model memorizes training data, fails on new data

Underfitting Model too simple, misses important patterns

Accuracy Percentage of correct predictions

Precision Of positive predictions, how many were correct?

Recall Of actual positives, how many did we find?

F1 Score Balance between precision and recall

3️⃣ Machine Learning Algorithms (Conceptual – Exam
Level)

Important Note: You do NOT need to understand the math behind algorithms for AIF-C01. You need to

know:



1. What problem each solves.

2. How it conceptually works (simplified).
3. When to use it in AWS context.

Regression Algorithms (Predicting Numbers)

Linear Regression

What problem does it solve?

"Predict a continuous number based on input features."

Examples:

House price prediction.

Sales forecast for next month.
Temperature prediction.

Stock price prediction.

How it works (simplified):

Imagine a scatter plot of house size (X-axis) vs price (Y-axis).


Linear Regression draws a straight line through the data.


New house size → line tells you predicted price.


Visual:

Price

  ^


  |     *


  |   *   *


  | *       *


  |___________> Size


The line is the Linear Regression model.


New size → look at line → get price.


When to use:

Predicting numeric values.

When relationship looks roughly linear.
Simple, interpretable models.

AWS Usage: SageMaker Linear Learner algorithm.



Logistic Regression

Wait, "Logistic" not "Regression"?

Yes, despite the name, it's used for classification (yes/no, 0/1), not regression.

What problem does it solve?

"Predict probability of binary outcome (yes/no, true/false)."

Examples:

Will customer churn? (Yes/No)
Is email spam? (Spam/Legitimate)

Will loan be approved? (Approve/Deny)

Does patient have disease? (Disease/No Disease)

How it works (simplified):

Takes input features.


Calculates: "Probability this is Class 1"


If probability > 0.5 → predict Class 1


If probability < 0.5 → predict Class 0


Visual:

Probability


  |


1 |          /--------


  |        /


  |      /


0 |____/________


  0           Features Value


At feature value X, probability rises from 0 to 1.


Threshold at 0.5 decides: class 0 or class 1.


When to use:

Binary classification problems.

When you want interpretable probabilities.
When relationship is non-linear.

AWS Usage: SageMaker XGBoost (more powerful) or custom Logistic Regression.

Classification Algorithms (Predicting Categories)



Decision Trees

What problem does it solve?

"Classify items by asking a series of yes/no questions."

Example: Loan Approval

Start: "Is credit score > 700?"


  ├─ YES: "Is income > $50k?"


  │  ├─ YES: "Approve loan"


  │  └─ NO: "Deny loan"


  └─ NO: "Deny loan"


How it works (simplified):

Tree splits data based on features.


Each split is a question: "Is feature X > threshold?"


Leaf nodes are predictions.


New customer → ask questions down the tree → reach leaf → get prediction.


Visual:

                  Credit > 700?


                 /            \


               YES              NO


              /                  \


          Income>50k?        DENY LOAN


          /        \


        YES         NO


       /             \


   APPROVE         DENY


Pros:

Easy to understand (can explain decisions).

Works with non-linear relationships.
Handles both numeric and categorical data.

Cons:

Can overfit (create too many branches).

One small change can drastically change tree.

AWS Usage: SageMaker built-in Decision Trees or XGBoost.



Random Forest

What problem does it solve?

"Improve Decision Trees by using multiple trees and voting."

How it works (simplified):

1. Create 100 different Decision Trees (each trained on slightly different 

data).


2. Each tree makes a prediction.


3. Final prediction = majority vote among all trees.


Like asking 100 experts, taking majority opinion.


Why better than single Decision Tree?

Single tree can overfit.
100 trees average out mistakes.

More robust.

Visual:

Tree 1: APPROVE


Tree 2: DENY


Tree 3: APPROVE


Tree 4: APPROVE


...


Majority: APPROVE (final prediction)


AWS Usage: SageMaker built-in Random Forest via XGBoost.

Clustering Algorithms (Grouping Similar Items)

K-Means

What problem does it solve?

"Divide data into K groups (clusters) of similar items."

Examples:

Segment customers into 3 groups: High-value, Medium-value, Low-value.
Group products by similarity.

Find unusual transactions (anomaly detection).

How it works (simplified):



1. Decide number of clusters (K). Example: K=3.


2. Place K random points (cluster centers) in data space.


3. Assign each data point to nearest cluster center.


4. Recalculate cluster centers based on points assigned.


5. Repeat steps 3-4 until clusters stabilize.


Visual (Customer Segmentation):

Price

  |


200|  * *        (Cluster 1: Budget)


   |  *


100|         ** (Cluster 2: Mid-range)


   |        * *


0  |___________*_*____ (Cluster 3: Premium)


   0         100  200  (Purchase Frequency)


3 groups of similar customers found.


AWS Usage: SageMaker K-Means algorithm.

Ensemble Methods (Combining Multiple Models)

Gradient Boosting (XGBoost)

What problem does it solve?

"Improve predictions by combining many weak models sequentially."

How it works (simplified):

1. Train first weak model (slightly better than random).


2. Model 1 makes errors on some data.


3. Train Model 2 specifically on data Model 1 got wrong.


4. Combine Model 1 + Model 2 predictions.


5. Repeat: Train Model 3 on errors of (Model 1 + Model 2).


...


Final prediction = combination of all models.


Why effective?

Each model focuses on previous mistakes.

Gradual improvement ("boosting").
Very powerful for structured data.



AWS Usage: SageMaker XGBoost (most popular for tabular data).

Algorithm Selection Guide (Exam Reference)

Problem Algorithm AWS Service

Predict house price (numeric) Linear Regression SageMaker Linear Learner

Will customer churn? (yes/no) Logistic Regression SageMaker XGBoost

Classify image (cat/dog) CNN (see DL section) SageMaker with custom script

Segment customers K-Means SageMaker K-Means

Decision-making logic Decision Trees SageMaker XGBoost

High accuracy on structured
data Random Forest / XGBoost SageMaker XGBoost

Text classification Neural Network /
Transformer SageMaker with pre-built models

Anomaly detection Isolation Forest / K-Means SageMaker Isolation Forest

4️⃣ Deep Learning (DL)

Why Traditional ML Fails (And Why DL Was Created)

This is the core reason DL exists.

The Problem: Unstructured Data

Traditional ML works great with:

Structured data (tables, spreadsheets).
Example: House prices data with columns: Size, Location, Age, Price.

Features are humans-engineered.

Traditional ML struggles with:

Images: Millions of pixels. Which are important? Hard to engineer features.

Text: Thousands of words. Which matter? Context is complex.
Audio: Frequencies and waves. Which indicate speech vs noise? Unclear.

Video: Millions of frames. How do you represent motion?



Example: Image Classification with Traditional ML

Problem: Classify image as "cat" or "dog".

Traditional ML approach:

1. Engineer features from pixels:


   - "Color of center pixel"


   - "Average brightness"


   - "Number of edges"


   - ...create 100+ features manually


2. Train classifier on these features.


3. Problem: Hand-engineered features miss important patterns!


   - A black cat against dark background might look like "edges" only.


   - Model fails.


Why it fails:

Images are too complex.

Manual feature engineering doesn't capture what makes a cat a cat.
Needs to understand shapes, textures, context — too much for humans to engineer.

Why Deep Learning Succeeds

Deep Learning approach to same cat/dog problem:

1. Feed raw pixels to neural network (millions of them).


2. Network automatically learns features:


   - Layer 1: Learns edges, corners.


   - Layer 2: Learns simple shapes (circles, rectangles).


   - Layer 3: Learns parts (ears, tail, whiskers).


   - Layer 4: Learns objects (cat face, dog face).


3. Final layer classifies: "This is a cat" or "This is a dog".


4. The network figures out WHAT features matter automatically!


Why it works:

Doesn't require manual feature engineering.

Learns hierarchical features (simple to complex).



Can find patterns humans didn't even know existed.

ML vs DL: Key Differences

Aspect Traditional ML Deep Learning

Data type Structured (tables) Unstructured (images, text, audio)

Feature engineering Manual (human designed) Automatic (network learns)

Computation CPU sufficient GPU/TPU needed

Training time Minutes to hours Hours to weeks

Data needed Moderate (100s-1000s) Large (10,000s-millions)

Interpretability High (can explain decisions) Low (black box)

Accuracy on images 60-70% 95%+

Key Insight: DL trades interpretability for accuracy on complex data.

When to Use DL (AWS Context)

Use DL if:

Working with unstructured data (images, text, audio, video).

Accuracy is critical.
You have enough data (10,000+ examples).

You have compute resources (GPU/TPU).

Use Traditional ML if:

Working with structured/tabular data.

Interpretability matters.
Data is limited.

Training speed is critical.

Real AWS Deep Learning Services

1. Amazon Rekognition (Image/Video Analysis)

What it does: Analyze images and videos with pre-trained DL models.

Capabilities:

Object detection: Find objects in image.



Face detection: Identify faces, recognize people.

Activity detection: What's happening in video?
Text extraction: Read text from images.

Example:

Input: Photo from security camera


Rekognition output: "2 people walking, carrying bags, 1 person looking at 

camera"


Use case: Security monitoring without manual review


Why DL?

Analyzing pixels for all these tasks needs deep networks.

AWS pre-trained, so you don't train.

2. Amazon Transcribe (Speech-to-Text)

What it does: Convert audio to text using DL.

Capabilities:

Speech recognition (English, Spanish, etc.).
Speaker identification.

Punctuation and capitalization.

Handles accents and background noise.

Example:

Input: Customer support call (audio file)


Transcribe output: "Customer: 'I want to cancel my subscription.' Agent: 

'Let me help you with that.'"


Use case: Compliance, analytics, searching calls


Why DL?

Audio is complex waveforms.
DL networks recognize phonemes, words, context.

3. Amazon Polly (Text-to-Speech)

What it does: Convert text to natural-sounding speech using DL.

Capabilities:



Multiple voices and languages.

Neural voices (sound very human-like).
Emotional variation.

Example:

Input: "Hello, your package will arrive tomorrow"


Polly output: Audio file with natural human voice


Use case: Voiceover for videos, accessibility


4. Amazon Textract (Document Analysis)

What it does: Extract text and structure from documents using DL.

Capabilities:

Extract text from scanned documents.

Identify tables and forms.

Recognize handwriting.

Example:

Input: Scanned mortgage document (image)


Textract output: Structured data with loan amount, terms, borrower info


Use case: Automate document processing


5️⃣ Neural Networks (VERY IMPORTANT)

What is a Neural Network?

Definition: A computational model inspired by how the brain works. It's a system of interconnected
nodes ("neurons") that process information.

Warning: Don't get scared by "inspired by the brain." It's more metaphor than reality. Real brains are far

more complex.

The Basic Building Blocks: Neurons and Layers

1. The Artificial Neuron

What is it? A simple computational unit.

How it works:



Input 1: 0.5 ---\


Input 2: 0.3 ---+--> [Neuron] ---> Output: 0.8


Input 3: 0.7 ---/


Inside the neuron:


1. Multiply each input by a weight:


   0.5 × 2.0 = 1.0


   0.3 × 3.0 = 0.9


   0.7 × 1.5 = 1.05


2. Sum them:


   1.0 + 0.9 + 1.05 = 2.95


3. Pass through activation function:


   If sum > 2.0: output = 1 (activated)


   Else: output = 0 (not activated)


   Result: 2.95 > 2.0, so output = 1


Key Insight: A neuron is just multiplication and addition. The "learning" happens by adjusting the
weights (2.0, 3.0, 1.5 above).

2. Activation Functions

What they do: Decide if neuron "fires" (activates) or not.

Why needed? Without activation functions, stacking layers would be pointless (same as one layer).
Activation functions add non-linearity.

Common activation functions:

Function When to use

ReLU (Rectified Linear Unit) Most common. Hidden layers.

Sigmoid Binary classification. Output layer.

Softmax Multi-class classification. Output layer.

Tanh Sometimes. Similar to Sigmoid.

Simple example (ReLU):

If neuron value < 0: output = 0


If neuron value > 0: output = the value itself




Purpose: Kill negative activations, keep positive.


3. Layers

What is a layer? A group of neurons working in parallel.

Types:

1. Input Layer:

Represents your input data.

If classifying an image of 28×28 pixels = 784 input neurons.
No computation happens here. Just receives data.

2. Hidden Layers:

Perform computation.

Extract increasingly complex features.

Can have 1, 10, or 100+ hidden layers ("depth").

3. Output Layer:

Final predictions.
Binary classification: 1 neuron (0 or 1).

Multi-class classification: N neurons (one per class).

Regression: 1 neuron (numeric value).

Visual: A Simple Neural Network

Input Layer    Hidden Layer 1    Hidden Layer 2    Output Layer


    o                o                  o              o


    o              / o \              / o \          (Classification)


    o             o   o   o         o   o   o


    o              \ o /              \ o /


    o                o                  o


28x28 pixels    learns edges       learns shapes    predicts:


from image                                         cat (0.95)


                                                   dog (0.05)


Forward Pass (How Predictions Happen)

Forward Pass = data flows from input through network to output.



Step-by-step example:

Input: Handwritten digit image (0-9).

Step 1: Input Layer


Raw pixels: [0.2, 0.8, 0.5, ..., 0.1] (784 values)


Step 2: Hidden Layer 1


Each neuron multiplies inputs by weights and sums:


  Neuron 1: 0.2×w1 + 0.8×w2 + ... = activation


  Neuron 2: 0.2×w1' + 0.8×w2' + ... = activation


  ...

Step 3: Hidden Layer 2


Takes outputs from Layer 1 as inputs:


  Neuron 1: (Layer1_out1)×v1 + (Layer1_out2)×v2 + ... = activation


  ...

Step 4: Output Layer


Final predictions:


  Probability it's 0: 0.01


  Probability it's 1: 0.02


  Probability it's 2: 0.96 ← Most likely!


  ...

Final answer: "2" (highest probability)


Loss Function (How Networks Learn)

What is loss? A number that measures "How wrong was I?"

Process:

1. Network makes prediction.


2. Compare to actual answer (label).


3. Calculate error (loss).


4. Use error to improve network.


If loss is high: Model is bad.


If loss is low: Model is good.


Example: Image Classification



Network predicts: Cat (90% confident)


Actual answer: Dog


Loss function says: "You were very wrong. Loss = 0.8"


Network then adjusts weights to do better next time.


Common Loss Functions:

Problem Loss Function

Binary classification Binary Crossentropy

Multi-class classification Categorical Crossentropy

Regression (predicting numbers) Mean Squared Error (MSE)

Backpropagation (High-Level Concept Only)

This is complex math, so high-level only.

What it does: Adjusts network weights to reduce loss.

Concept:

1. Forward pass: Make prediction, calculate loss.


2. Backward pass: Find which weights caused the loss.


3. Adjust: Reduce those weights.


4. Repeat thousands of times.


Like navigating in fog:


- You step forward, check if closer to destination (forward pass).


- If farther away, step backward and turn left (backward pass).


- Repeat until you reach destination.


Key insight: You don't memorize formulas for AIF-C01. Just know:

Backpropagation adjusts weights to reduce error.

It's an iterative process (thousands of iterations).

Modern frameworks (TensorFlow, PyTorch) handle it automatically.

Why AWS Abstracts Neural Networks

The Hard Part:



Implementing neural networks from scratch = weeks of work.

Backpropagation = complex linear algebra.
GPU optimization = specialized knowledge.

AWS Solution:

Amazon SageMaker: Pre-built algorithms, handles NN complexity.

AWS Deep Learning Containers: Pre-configured with TensorFlow, PyTorch.

Amazon Bedrock: Use pre-trained neural networks without coding.

You don't need to implement NN from scratch. AWS does it for you.

6️⃣ Foundation Models (HIGH WEIGHTAGE)

What Are Foundation Models?

Definition: Large pre-trained neural networks trained on massive, diverse datasets. Can be adapted for

many different tasks.

Key insight: "Foundation" = foundational for many tasks, not just one.

The Foundation Model Paradigm (A Paradigm Shift)

Old approach (Traditional ML):

Task 1 → Collect data → Train model → Deploy


Task 2 → Collect data → Train model → Deploy


Task 3 → Collect data → Train model → Deploy


...


(Each task needs separate training, data, effort)


New approach (Foundation Models):

Foundation Model (trained once on billions of examples)


  ↓


Task 1 → Fine-tune on 1000 examples → Deploy


Task 2 → Fine-tune on 1000 examples → Deploy


Task 3 → Fine-tune on 1000 examples → Deploy


(One base model, many tasks, less data needed)


Why Foundation Models Are Powerful



1. Trained on Massive Data

Foundation models learn from billions of examples:

Billions of text documents (for text models).

Billions of images (for vision models).

Billions of code samples (for code models).

Why matters?

Learn general patterns that apply across domains.
Already "understand" language, vision, coding patterns.

2. Pre-trained, So Reusable

Training a foundation model = months, billions of dollars, massive GPU clusters.

AWS benefit: You don't train from scratch. You use pre-trained models in Bedrock.

Time to train Claude from scratch: 6+ months


Time to use Claude from Bedrock: seconds


Cost to train from scratch: $100M+


Cost to use from Bedrock: $0.01-$0.05 per request


3. Transfer Learning (The Magic)

Once trained on general data, the model can adapt to specific tasks with little new training.

Example:

Claude trained on: Billions of texts (books, articles, code, etc.)


Now I want: Banking assistant that answers loan questions


Option 1 (Old way):


- Collect 100,000 banking conversations


- Train from scratch: 2 months


- Cost: $500k


Option 2 (New way - Fine-tuning):


- Collect 500 banking conversations


- Fine-tune Claude: 1 day


- Cost: $5k


- Performance: Better than Option 1!




Why? Claude already understands language, context, reasoning.


Just needs to learn banking-specific patterns.


Foundation Models in AWS: Amazon Bedrock

What is Bedrock?

AWS service providing access to foundation models from multiple providers:

Anthropic Claude (best for reasoning, complex tasks).

Meta Llama (fast, open-weight).
Mistral (efficient).

Cohere (embeddings, retrieval).
Stability AI (image generation).

Why use Bedrock?

Don't manage infrastructure.
Don't manage versions.

Just call API, get predictions.
Easy fine-tuning on your data.

Types of Foundation Models

1. Text-to-Text Models

What they do: Take text input, generate text output.

Use cases:

Q&A and chatbots.
Summarization.

Translation.
Content generation.

Examples:

Claude (Anthropic, in Bedrock).
Llama (Meta, in Bedrock).

GPT-4 (OpenAI, not in Bedrock).

Example usage (Bedrock):

Request:


"Summarize this: The Amazon rainforest is the largest rainforest in the 

world..."




Response (generated by Claude):


"The Amazon is the world's largest rainforest, critical for climate and 

biodiversity."


2. Image-to-Text Models

What they do: Analyze images, generate text descriptions.

Use cases:

Image captioning (describe what's in image).
Visual Q&A (ask questions about image).

Alt text generation (for accessibility).

Example:

Input: Photo of dog playing fetch


Model output: "A golden retriever jumping to catch a frisbee in a grassy 

field"


3. Text-to-Image Models

What they do: Generate images from text descriptions.

Use cases:

Creative content generation.
Design mockups.

Marketing materials.

Example (Stability AI via Bedrock):

Prompt: "Futuristic city at sunset, neon lights, cyberpunk style"


Output: Generated image matching description


4. Multimodal Models

What they do: Understand both text and images. Can answer questions about images.

Use cases:

Visual Q&A ("What's on the table?").

Document analysis ("Extract invoice number").



Medical imaging analysis.

Examples:

Claude with vision (Bedrock).

GPT-4V.

Example:

Image: Medical X-ray


Question: "Are there any abnormalities?"


Output: "No significant abnormalities detected in the scan"


Foundation Model vs Traditional ML Model

Aspect Traditional ML Foundation Model

Pre-training Rare Standard

Training data Modest (1000-100k examples) Massive (billions)

Training time Hours/days Months

Task-specific Yes (one model per task) No (one model, many tasks)

Fine-tuning cost N/A Low

Time to deploy Weeks Minutes

Interpretability High Low (black box)

7️⃣ Base Model vs Fine-Tuned Model (EXAM FAVORITE)

Understanding the Difference

This concept appears in many exam questions. Master it.

Base Model

Definition: A foundation model in its original state, trained on general data.

Characteristics:

Trained by AWS/OpenAI/Anthropic on general data.

Can do many tasks without modification.



General-purpose.

Example (Claude Base):

Training: Trained on books, articles, code, conversations (billions of 

examples)


Behavior: Helpful, harmless, honest


Can do:


- Write essays


- Answer questions


- Explain code


- Translate languages


- Summarize documents


- AND MORE


But: Not specialized in any specific domain


Using Bedrock Base Model:

API call:


{


  "modelId": "anthropic.claude-3-sonnet-20240229-v1:0",


  "messages": [{"role": "user", "content": "What is Python?"}]


}


Response: Generic explanation of Python (helpful, but not specialized)


Fine-Tuned Model

Definition: A base model further trained on your specific data to specialize in your domain.

Process:

Base Model (general knowledge)


    ↓

Add your domain-specific data (e.g., banking conversations)


    ↓

Retrain: Model learns your specific patterns


    ↓

Fine-Tuned Model (specialized)


Characteristics:



Customized for your use case.

Better performance on your specific task.
Still retains general knowledge.

Example (Fine-tuned Banking Claude):

Base Claude training: General knowledge (books, etc.)


Then we add:


- 500 banking conversations


- Banking policies


- Product FAQs


- Regulatory requirements


Result: Fine-tuned Claude that:


- Understands banking terminology


- Knows your products


- Follows your policies


- Answers banking questions specifically


Using Fine-tuned Model (Bedrock):

1. Upload training data (your banking conversations)


2. Call fine-tuning API


3. Wait for training (hours/days depending on data)


4. Use fine-tuned model in production


API call:


{


  "modelId": "anthropic.claude-3-sonnet-20240229-v1:0-finetuned-banking",


  "messages": [{"role": "user", "content": "What's your loan APR?"}]


}


Response: Specific answer about YOUR loans (because it learned from your 

data)

Comparison: Base vs Fine-Tuned

Aspect Base Model Fine-Tuned Model

Training data Billions of general examples Your domain-specific data (100s-1000s)

Specialization General Specific to your domain



Aspect Base Model Fine-Tuned Model

Performance on your task Good Better

Training cost Massive (done once by AWS) Low (you pay only for your data)

Time to deploy Immediate Hours/days

Customization None Full (your data)

Prompt Engineering vs Fine-Tuning (EXAM CRITICAL)

This question always comes up: When should I use prompt engineering vs fine-tuning?

Prompt Engineering

Definition: Crafting the input prompt to get better outputs without retraining.

How it works:

Bad prompt: "Summarize this"


Good prompt: "You are a financial analyst. Summarize this earnings report, 

highlighting: revenue, profit margin, risks. Use bullet points."


Same model, but better results via better prompt.


Pros:

No training needed.

Instant results.
Free (just clever prompting).

Cons:

Limited to what the base model can do.

Can't teach it domain-specific knowledge.

When to use:

Simple tasks.

Base model already handles the domain reasonably.
Quick turnaround needed.

Don't have domain-specific training data.

Example:



Use case: General Q&A chatbot


Base Claude is fine for general questions.


Better prompts = better answers.


No fine-tuning needed.


Fine-Tuning

Definition: Retraining the model on your data to specialize it.

Pros:

Model learns YOUR specific patterns.

Better performance on YOUR tasks.
Can handle complex domain knowledge.

Cons:

Requires training data.
Takes time (hours/days).

Costs money (training compute).

When to use:

Highly specific domain (medical, legal, financial).

Poor performance with base model + prompting.
Have sufficient training data (100s+ examples).

Need consistent, reliable behavior.

Example:

Use case: Medical diagnosis assistant


Base Claude? No. Medical knowledge too specialized.


Better prompts? Helps, but not enough.


Solution: Fine-tune on:


- 1000 medical case studies


- Diagnosis examples


- Treatment guidelines


Result: Medical-specialized Claude


Performance: From 60% accuracy → 92% accuracy




Decision Tree: Prompt Engineering vs Fine-Tuning

Your task:


Is base model + prompting good enough?


├─ YES → Use prompt engineering


│  │     Save time and money


│  │     Example: General summarization


│  └─ DONE


│


└─ NO → Is performance unacceptable with prompt engineering?


   │


   ├─ YES → Can you get 500+ domain-specific examples?


   │  │


   │  ├─ YES → Fine-tune the model


   │  │     Spend time/money on training


   │  │     Example: Medical diagnosis


   │  │     Result: Specialized performance


   │  │     └─ DONE


   │  │


   │  └─ NO → Use alternative approach:


   │       - RAG (Retrieval-Augmented Generation)


   │       - Custom service with business logic


   │       - Hybrid approach


   │       └─ DONE (See RAG explanation in GenAI section)


   │


   └─ NO → Keep using base model


        Example: Good enough for use case


        └─ DONE


Real AWS Example: Bedrock Fine-Tuning

Scenario: E-commerce company wants customer service chatbot.

Option 1: Prompt Engineering

Base Claude + Great prompt:


System prompt:


"You are a helpful customer service agent for [Company].


You have access to [general knowledge].


Be polite and helpful."




Cost: Free (no training)


Time: Instant


Accuracy: 70%


Option 2: Fine-Tuning

1. Collect 1000 customer conversations from chat logs


2. Upload to Bedrock


3. Fine-tune Claude on these examples


4. Deploy fine-tuned model


Cost: $100-500 (training compute)


Time: 24 hours


Accuracy: 90%


Recommendation for exam:

Base model + prompt engineering: Try first.

Not good enough? → Fine-tune.

Not enough data to fine-tune? → Consider RAG (next section).

8️⃣ Generative AI (GenAI)

What "Generation" Means

Definition: Creating new content that didn't exist before, based on learned patterns.

Key difference from prediction:

Prediction AI: "Is this email spam?" (yes/no answer).
Generative AI: "Write a response to this customer email" (creates new text).

Core Concepts of GenAI

1. Tokens

Definition: Pieces of text that the model processes. Usually 1-4 characters.

Examples:

Text: "Hello world"




Tokens: ["Hello", " ", "world"]


OR: ["Hell", "o", " wo", "rld"]


Depends on tokenizer. Different models use different splits.


Why tokens matter?

Models process tokens, not characters.

Token limits = API cost limits.
Example: "Claude can handle 200k tokens per request."

That's roughly 750,000 characters or 150,000 words.

Cost implication (Bedrock):

You pay per token:


- Input tokens: $0.003 per 1000 tokens


- Output tokens: $0.015 per 1000 tokens


Your request uses 1000 input tokens + 500 output tokens:


Cost = (1000 × $0.003) + (500 × $0.015) = $3 + $7.50 = $10.50


2. Probability and Next-Token Prediction

How GenAI generates text:

Model's job: Predict the next token based on previous tokens.


Example:


Prompt: "The capital of France is"


Model thinks:


"After 'The capital of France is', what word comes next?"


- Paris: 95% probability


- Lyon: 2% probability


- Germany: 0.5% probability


Model picks: Paris (highest probability)


Output so far: "The capital of France is Paris"


Now model predicts next token:


Prompt: "The capital of France is Paris"


- . (period): 80% probability


- , (comma): 5% probability




Model picks: .


Final output: "The capital of France is Paris."


Generation process:

1. Start with user prompt.


2. Repeat:


   a. Model predicts next token (probability distribution).


   b. Model picks token (usually highest probability).


   c. Add token to output.


3. Stop when: Token = "END", or max tokens reached, or user stops.


Why it works:

Models learn patterns from billions of examples.

Patterns encode real-world knowledge.
High-probability next tokens usually make sense.

3. Context Window

Definition: How much of the conversation the model can "see" at once.

Example (Claude 3):

Context window: 200,000 tokens


You can input:


- 150,000 token prompt (your context)


- + model generates 50,000 token response


OR:


- Load entire book (100,000 tokens)


- + full conversation history (50,000 tokens)


- + ask question


- + model reads it all at once


Why matters?

Larger context = model understands more.

Can load documents, long conversations, code files.
Trade-off: Larger context = slower, more expensive.



Comparing models (from Bedrock):

Model Context Window

Claude 3 Haiku 200k tokens

Claude 3 Sonnet 200k tokens

Claude 3 Opus 200k tokens

Llama 2 70B 4k tokens

Mistral Large 32k tokens

Practical implication:

Claude: Can load entire book + ask questions.

Llama: Can only read last 4000 tokens of conversation.

4. Hallucinations (Why They Happen)

Definition: Model generates plausible-sounding but false information.

Example:

Question: "What is the capital of Atlantis?"


Hallucination response: "Atlantis's capital is Poseidonis, known for its 

crystal architecture."


Reality: Atlantis is fictional. There's no capital.


Why did it happen?


Model learned many patterns:


- "Cities have capitals"


- "Capital names end in -is"


- Model patterns match → generates plausible answer


But: No fact-checking. Generated false info confidently.


Common hallucination scenarios:

Scenario Example

Fictional facts "The AWS Summit 2024 is in Mars"

Wrong dates "AWS Bedrock launched in 2010" (actually 2023)



Scenario Example

Made-up citations "According to paper [X] by Dr. Smith..." (doesn't exist)

Confident mistakes Model sounds sure, but is wrong

Why hallucinations happen:

Model's job: Predict next token with high probability.


Model's knowledge: Learned from training data (no internet access).


If question asks about:


- Recent events (after training)


- Obscure facts


- Your proprietary data


Model will pattern-match and generate plausible-sounding answer.


No internal fact-checker = hallucination.


Mitigation strategies (covered in AWS Responsible AI):

1. RAG (Retrieval-Augmented Generation): Give model external source to quote from.
2. Guardrails: Set content filters to reject harmful outputs.

3. Careful prompting: Ask model to cite sources, admit uncertainty.

4. Fine-tuning: Train on factual data.

GenAI Use Cases (AWS Context)

1. Text Generation

Use case: Customer email response


Input: Customer complaint email


Output: Personalized response (generated)


Service: Bedrock with Claude


2. Code Generation

Use case: Generate Python code from requirements


Input: "Write function to sort list of dicts by age"


Output: Python function (generated)


Service: Bedrock with Claude or Llama


3. Summarization



Use case: Summarize large documents


Input: 100-page contract


Output: 2-page summary (generated)


Service: Bedrock with Claude + large context window


4. Image Generation

Use case: Generate product mockups


Input: "Futuristic water bottle, neon blue"


Output: Image of water bottle (generated)


Service: Bedrock with Stability AI


5. Content Personalization

Use case: Generate personalized marketing emails


Input: Customer profile + product


Output: Unique email for that customer (generated)


Service: Bedrock with Claude


9️⃣ Large Language Models (LLMs)

What "Large" Means

Definition: LLMs are models with billions of parameters that understand and generate language.

Parameters

Definition: Adjustable weights in the neural network. They store learned knowledge.

Scale comparison:

Traditional ML model: 1 million parameters


Deep Learning model: 100 million parameters


Large Language Model: 7 billion - 70+ billion parameters


Claude 3 Opus: ~100+ billion parameters


GPT-4: ~1 trillion parameters (estimated)


Why more parameters = better?

More parameters = more "memory" to store knowledge.
Can learn more complex patterns.

Can handle more diverse tasks.



Training Requirements

Massive infrastructure needed:

Training Claude:


- Data: Billions of text documents


- Time: Months of continuous training


- GPUs: Thousands of high-end GPUs


- Cost: Hundreds of millions of dollars


- Power: Megawatts of electricity


Why so much?


- Need to learn language patterns


- Need to learn reasoning


- Need to cover diverse knowledge


- Need enough examples for each concept


LLM Training Stages (High-Level)

Stage 1: Pre-training (Unsupervised Learning)

Data: Billions of unlabeled text documents


Goal: Learn language patterns


Process:


1. Read first 100 tokens of text


2. Predict next token


3. Compare: Did we guess right?


4. Adjust weights to predict better


5. Repeat millions of times


Result: Model learns:


- Grammar


- Facts


- Reasoning patterns


- Common sense


Duration: 6+ months

Cost: $100M+

Stage 2: Supervised Fine-Tuning (SFT)



Data: Human-written examples of good responses


Example:


Prompt: "What is photosynthesis?"


Good response: "Photosynthesis is the process where plants convert 

sunlight into energy..."


Process:


1. Model sees this example


2. Learns to imitate this style


3. Learns what "good" looks like


Duration:** Weeks


Stage 3: Reinforcement Learning from Human Feedback (RLHF)

Data: Human preferences (which responses are better?)


Example:


Prompt: "Explain quantum computing"


Response A: [technical explanation]


Response B: [easy-to-understand explanation]


Human rates: Response B is better


Process:


1. Model learns humans prefer clearer explanations


2. Optimizes to match human preferences


3. Learns tone, helpfulness, safety


Duration: Weeks


Cost: Less than pre-training, more than SFT


LLM Inference: How It Works

Step-by-step (user interaction):

1. User sends prompt to Claude via Bedrock API


2. Prompt is converted to tokens


3. Tokens flow through neural network


4. At each step, model outputs token probabilities


5. Highest probability token is selected




6. Repeat until model says "STOP"


7. All output tokens converted back to text


8. User sees response


Timeline: 1-10 seconds (depending on response length)


Under the hood (simplified):

Input: "What is AWS?"


Tokens: ["What", " is", " AWS", "?"]


Layer 1: "What" → sees beginning of question


Layer 2: "What is" → understands it's asking for definition


Layer 3: "What is AWS" → understands it's about AWS


...


Output: Probability of next token:


- "AWS": 2%


- "AWS is": 0% (not a single token)


- "a": 35%


- "Amazon": 50%


Picks "Amazon" (highest)


Output so far: "AWS is Amazon"


Repeat until complete answer.


LLMs in AWS: Amazon Bedrock

Available LLMs:

Model Provider Strengths

Claude 3 Opus Anthropic Best reasoning, complex tasks

Claude 3 Sonnet Anthropic Balanced (fast + smart)

Claude 3 Haiku Anthropic Fastest, cheapest

Llama 2 70B Meta Open-weight, cost-effective

Llama 3 Meta Newer, improved

Mistral Large Mistral Efficient, good performance



How to use (pseudo-code):

import boto3


bedrock = boto3.client('bedrock-runtime')


response = bedrock.invoke_model(


    modelId='anthropic.claude-3-sonnet-20240229-v1:0',


    body={

        "messages": [


            {"role": "user", "content": "What is machine learning?"}


        ]


    }

)


print(response['content'][0]['text'])


# Output: "Machine learning is a field of artificial intelligence..."


Chat Assistants (Common Use Case)

Scenario: Build customer service chatbot.

Architecture:


1. User types: "What's my account balance?"


2. Request sent to AWS Lambda (serverless function)


3. Lambda calls Bedrock with user message + chat history


4. Bedrock (Claude) generates response


5. Response returned to user in UI


Why Bedrock?


- Scalable (handles millions of requests)


- Managed (AWS handles servers)


- Smart responses (Claude generates natural language)


- Cost-effective (pay per token)


Code Assistants (Another Common Use Case)

Scenario: AWS CodeWhisperer generates code.

User starts typing: "def sort_users_by_age("


Bedrock (with code-tuned model) suggests: "users_list, reverse=False):"


User accepts → continues coding




How it works:


- Model trained on billions of code examples


- Understands programming patterns


- Can generate working code snippets


- Integrates into IDE


🔟 Responsible AI & Security (CRITICAL FOR EXAM)

Why Responsible AI Matters

Reality: AI systems can cause real harm if not designed carefully.

Examples:

1. Biased hiring tool: Rejects women because it learned from historical data (more men hired).

2. Biased medical AI: Undertreats certain races because training data was biased.
3. Hallucinating chatbot: Gives false medical advice confidently.

4. Data breach: Model trained on sensitive customer data gets hacked.
5. Adversarial attack: Attacker tricks model into giving wrong answer.

AWS philosophy: Build AI that's fair, transparent, and secure.

The Four Pillars of Responsible AI

1. Bias & Fairness

What is bias?

Systematic errors that disproportionately hurt certain groups.

Example: Loan Approval Algorithm

Training data: Historical loans (approved/denied)


Problem: Historical data shows discrimination (fewer loans to minorities)


Algorithm learns this pattern:


"If applicant is minority, deny loan more often"


Result: Algorithm perpetuates historical discrimination


Bias detected: UNFAIR




How bias happens:

Biased training data → Biased model → Biased predictions


Mitigation:

1. Audit training data: Check for representation.

Are minorities represented?

Are women represented?

Are different ages represented?

2. Collect balanced data: Ensure all groups represented equally.

3. Monitor predictions: Track fairness metrics.

Approval rate for women vs men?

Should be similar if algorithm is fair.

4. Adjust if needed: Remove biased features or retrain.

AWS Tools:

Amazon SageMaker Clarify: Detect bias in training data and predictions.
Bias detection report: See which features are biased.

2. Explainability (Interpretability)

What is it?

Ability to understand WHY the model made a decision.

Example:

Model denies loan to Sarah.


Without explainability:


"Loan denied." (Sarah has no idea why)


With explainability:


"Loan denied because:


- Credit score below 650 (most important)


- Debt-to-income ratio too high (second)


- Short employment history (third)"


(Sarah understands and can improve)


Why it matters:



Regulatory requirements (loan decisions must be explainable).

User trust (transparent = trustworthy).
Debugging (why did model fail?).

Explainability techniques:

1. Feature Importance: Which inputs matter most?

"This decision 80% depends on credit score, 15% on income, 5% on employment."

2. SHAP values: How much did each feature contribute?

"This feature pushed decision +50 points toward approval."

3. Decision rules: Transparent rules (Decision Trees).

"If credit score > 700 AND debt < 30%, approve."

Tradeoff:

Interpretable but less accurate:


- Decision Trees


- Linear Regression


Accurate but less interpretable (black box):


- Deep Learning


- Large Language Models


Most real-world choice: Accurate model + interpretability tools


AWS Tools:

SageMaker Clarify: Explain model predictions.

Explainability reports: Feature importance.

3. Privacy

What is it?

Protecting sensitive data from unauthorized access.

Privacy concerns with AI:

1. Training data privacy:


   Model trained on customer PII (Personal Identifiable Information)


   Risk: Model leaks PII or can be reverse-engineered to extract it


2. Prediction privacy:




   Model's predictions on sensitive data (medical, financial)


   Risk: Predictions get stolen or linked to individuals


3. Model inversion:


   Attacker reconstructs training data from model


   Risk: Private training data exposed


Mitigation:

1. Data Minimization: Only use data you need.

Don't collect SSN if not necessary for prediction.

2. De-identification: Remove personally identifying info.

Use "Patient ID 12345" instead of "John Smith".

Use age ranges instead of birth dates.

3. Encryption: Encrypt data at rest and in transit.

AWS KMS (Key Management Service): Encrypt training data.
HTTPS: Encrypt API calls.

4. Access Control: Only authorized users access data.

IAM (Identity & Access Management): Control who sees data.
Role-based access: Data scientist sees data, but not executives.

5. Differential Privacy: Add mathematical privacy guarantees.

Add noise to data/predictions.

Results stay useful, but individual privacy protected.

AWS Tools:

AWS KMS: Encrypt data.

IAM: Control access.
SageMaker Model Monitor: Detect data drift and anomalies.

4. Security

What is it?

Protecting AI systems from attacks.

Security threats:

1. Adversarial Attacks:



Attacker slightly modifies image:


- Add 1% noise invisible to humans


- Image still looks like dog to humans


- Model thinks it's cat


Defense: Adversarial training (train on modified images)


2. Model Theft:

Attacker queries model repeatedly


Learns to copy model behavior


Defense: Rate limiting, query logging, output perturbation


3. Data Poisoning:

Attacker injects bad training data


Model learns wrong patterns


Defense: Data validation, anomaly detection


4. Unauthorized Access:

Attacker accesses model or data


Defense: IAM, encryption, VPC (Virtual Private Cloud)


AWS Security Tools:

Tool Purpose

IAM Control who accesses what

KMS Encrypt data

VPC Network isolation

CloudTrail Log all API calls

GuardDuty Detect threats

Responsible AI in Bedrock

AWS's approach: Guardrails + Safety.

Bedrock Guardrails



What they do: Filter harmful content in/out.

Content filters:

Inputs: Block user prompts that ask for:


- Illegal activities


- Hate speech


- Violence


- Child exploitation


Outputs: Block model responses that:


- Generate hate speech


- Provide medical advice (if not trained for it)


- Disclose secrets


How to use:

import boto3


bedrock = boto3.client('bedrock-runtime')


response = bedrock.invoke_model_with_guardrails(


    modelId='anthropic.claude-3-sonnet',


    guardrailId='guardrail-12345',


    guardrailVersion='1.0',


    body={...}


)


# If harmful content detected:


# Response: {"action": "blocked", "reason": "Contains hate speech"}


Responsible AI Checklist (Exam Reference)

 Bias: Audit training data for representation.

 Fairness: Monitor fairness metrics post-deployment.

 Explainability: Understand why predictions are made.
 Privacy: Encrypt sensitive data, control access.

 Security: Use IAM, KMS, VPC, logging.
 Monitoring: Track model performance over time.

 Transparency: Disclose AI use to users.
 Governance: Clear policies for AI use.



1️⃣1️⃣ AWS AI Services — When to Use What

This is the most important section for the exam. The exam tests whether you know which AWS service

solves which problem.

Decision Framework

Your problem:


1. Do you have structured data (tables)?


   ├─ YES → Use traditional ML


   │  └─ Go to: SageMaker (Supervised/Unsupervised Learning)


   │


   └─ NO → Proceed to 2


2. Is it images or video?


   ├─ YES → Go to: Amazon Rekognition


   │


   └─ NO → Proceed to 3


3. Is it speech/audio?


   ├─ YES → Is it "speech to text" or "text to speech"?


   │  ├─ Speech to text → Amazon Transcribe


   │  └─ Text to speech → Amazon Polly


   │


   └─ NO → Proceed to 4


4. Is it text analysis (not generation)?


   ├─ YES → Amazon Comprehend


   │


   └─ NO → Proceed to 5


5. Is it document analysis?


   ├─ YES → Amazon Textract


   │


   └─ NO → Proceed to 6


6. Is it text generation / chatbot / content creation?


   ├─ YES → Amazon Bedrock


   │




   └─ NO → Proceed to 7


7. Is it time-series prediction (forecasting)?


   ├─ YES → Amazon Forecast


   │


   └─ NO → Proceed to 8


8. Is it personalized recommendations?


   └─ YES → Amazon Personalize


      └─ NO → Custom solution or consult AWS


AWS AI Services Reference

1. Amazon SageMaker

What: Platform to build, train, and deploy machine learning models.

When to use:

Building custom ML/DL models.
Training on your own data.

Need flexibility beyond pre-built services.

Key capabilities:

Notebooks (Jupyter for experimentation).

Training jobs (train models at scale).
Hosting (deploy models as API endpoints).

Batch transform (predictions on large datasets).
Autopilot (automatic model selection).

Real example:

Problem: Predict customer churn (will customer leave?)


Solution:


1. Upload customer data (behavior, demographics, purchase history)


2. Use SageMaker to train XGBoost model


3. Evaluate accuracy


4. Deploy as endpoint


5. New customer → endpoint predicts: "Will churn in 30 days"


6. Marketing team targets retention




Cost: Pay for compute during training + hosting


Typical: $100-1000/month depending on model size


2. Amazon Bedrock

What: Fully managed service to use foundation models (Claude, Llama, etc.).

When to use:

Generative AI (text, images, code).
Chatbots and virtual assistants.

Content generation.
Don't want to manage infrastructure.

Key capabilities:

Use pre-trained foundation models.

Fine-tune models on your data.

Guardrails (content safety).
Prompt engineering tools.

Real example:

Problem: Build customer service chatbot that answers product questions


Solution:


1. Use Bedrock with Claude (foundation model)


2. Provide product documentation in prompt


3. Customer asks: "What's your return policy?"


4. Claude generates contextual response


5. Response appears instantly


Cost: $0.003-0.015 per 1000 tokens


Typical: $10-100/month for light usage


3. Amazon Rekognition

What: Pre-trained deep learning service for image and video analysis.

When to use:

Analyze images or videos.

Detect objects, people, faces.
Don't want to train custom models.



Key capabilities:

Object detection ("What's in this image?").
Face detection and recognition.

Activity detection in video.
Text detection (read text from images).

Inappropriate content detection.

Real example:

Problem: E-commerce company needs automatic product tagging


Solution:


1. Product uploaded to S3


2. Trigger Lambda that calls Rekognition


3. Rekognition identifies: color, material, style, brand


4. Tags auto-populated


5. Product appears in search results


Cost: $1 per 1000 images analyzed


Typical: $100-500/month for medium catalog


4. Amazon Transcribe

What: Convert speech to text using deep learning.

When to use:

Have audio/video files.

Need to extract text from speech.
Don't want to manually transcribe.

Key capabilities:

Automatic speech recognition.

Speaker identification (who spoke).

Punctuation and capitalization.
Accent handling.

Multiple languages.

Real example:

Problem: Customer support needs to transcribe calls for compliance


Solution:




1. Call recorded and stored in S3


2. Transcribe API called


3. Output: Searchable transcript


4. Can search: "refund", "complaint", "order number"


5. Compliance team reviews transcripts


Cost: $0.0001 per second of audio


Typical: Call center transcription = $500-5000/month


5. Amazon Polly

What: Convert text to natural-sounding speech.

When to use:

Need to generate audio from text.

Voiceovers for videos.
Accessibility (text to speech).

Interactive voice response (IVR).

Key capabilities:

Multiple voices (male, female, accents).

Neural voices (sound very human).
SSML tags (control pronunciation).

Multiple languages.

Real example:

Problem: E-learning platform needs voiceovers for lessons


Solution:


1. Write lesson text


2. Polly generates audio


3. Audio embedded in video


4. Student plays lesson with audio + visuals


Cost: $16 per 1 million characters


Typical: 100 lesson hours = $2000-5000 one-time


6. Amazon Comprehend

What: Pre-trained NLP (Natural Language Processing) service for text analysis.



When to use:

Analyzing text (not generating).
Sentiment analysis, entity recognition, topic modeling.

Don't want to train custom NLP models.

Key capabilities:

Sentiment analysis ("Is this review positive/negative?").

Entity recognition (find names, places, dates).
Topic modeling (what's this document about?).

Language detection.
Syntax analysis.

Real example:

Problem: Analyze customer reviews to understand satisfaction


Solution:


1. Customer submits review: "Great product! Fast shipping, highly 

recommend."


2. Comprehend analyzes:


   - Sentiment: POSITIVE


   - Entities: {product, shipping}


   - Topics: Product quality, Delivery speed


3. Dashboard shows:


   - 85% positive reviews


   - Top complaint: Slow shipping


   - Top praise: Product quality


Cost: $0.0001 per unit (100 units typical per document)


Typical: Analyzing 10,000 reviews = $10-50


7. Amazon Textract

What: Extract text and structure from documents using deep learning.

When to use:

Processing scanned documents.

Extracting tables from documents.

Reading forms and invoices.
Don't want manual data entry.



Key capabilities:

Text extraction (from images/PDFs).
Table extraction (preserve rows/columns).

Form field extraction ("loan amount: $100,000").
Handwriting recognition.

Real example:

Problem: Bank needs to process mortgage applications (scanned forms)


Solution:


1. Scanned application image uploaded


2. Textract processes:


   - Extracts applicant name, SSN, income, assets


   - Preserves table structure


   - Reads handwritten notes


3. Output: Structured JSON


4. Feeds into workflow system


5. Data entry staff: 0 minutes (vs. 30 min manual)


Cost: $0.015 per page


Typical: 1000 applications = $30-50 (vs. $15,000 manual labor)


ROI: Pays for itself after 10 applications


8. Amazon Forecast

What: Time-series forecasting using machine learning.

When to use:

Predicting future values based on historical data.
Sales forecasting, demand forecasting.

Stock price, weather, website traffic, etc.

Key capabilities:

Automatically selects best algorithm.

Handles seasonality (patterns that repeat yearly).
Confidence intervals (50%, 90%, 99%).

Explanations (which factors influenced prediction).

Real example:



Problem: Retail needs to forecast demand for next 3 months


Solution:


1. Upload historical sales data (2 years):


   - Daily sales, promotions, holidays, seasonality


2. Forecast API predicts next 90 days with 95% confidence


3. Output:


   - Jan: 50,000 units (±5,000)


   - Feb: 48,000 units (±4,000)


   - Mar: 52,000 units (±6,000)


4. Inventory planning adjusted accordingly


Cost: $0.60 per forecast (hourly updates = ~$430/month)


Benefit: Avoid stockouts ($100k+) and overstocking ($50k+)


9. Amazon Personalize

What: Build recommendation systems without ML expertise.

When to use:

Recommend products, movies, articles to users.
Personalize user experience.

Don't want to build recommendation engine from scratch.

Key capabilities:

Collaborative filtering (users like you liked X).

Content-based filtering (similar items).
Real-time personalization.

A/B testing support.

Real example:

Problem: E-commerce needs personalized recommendations


Solution:


1. Upload user interaction data:


   - Click history, purchases, browsing, ratings


2. Upload product data:


   - Category, price, description, image URL


3. Personalize trains recommendation model


4. API call with user ID:


   - Returns: Top 10 products tailored to user




5. Users see custom recommendations on homepage


Cost: $0.30 per 1M real-time recommendations


Typical: 100k active users = $30-300/month


Benefit: 15-30% increase in conversion rate


Service Comparison Table (Exam Reference)

Service Input Output Use Case Cost

SageMaker Your data Trained model Custom ML $0.10-10/hour

Bedrock Prompts Generated
text/images GenAI, chatbots $0.003-0.10 per 1000

tokens

Rekognition Images/video Labels, objects Image analysis $1 per 1000 images

Transcribe Audio Text Speech to text $0.0001/second audio

Polly Text Audio Text to speech $16 per 1M characters

Comprehend Text Sentiment,
entities Text analysis $0.0001 per unit

Textract Scans/PDFs Extracted text Document
processing $0.015 per page

Forecast Time-series
data Future predictions Demand

forecasting $0.60 per forecast

Personalize User
interactions Recommendations Recommender

systems
$0.30 per 1M
recommendations

1️⃣2️⃣ Exam Tips & Common Traps

Common Exam Scenarios & Answers

Scenario 1: When NOT to Use GenAI

Question: "Our company needs to classify support tickets into categories: billing, technical, refund.
What's the best approach?"

Wrong answer: "Use Bedrock with Claude."

Why? Overkill. Claude is expensive for simple classification.

GenAI isn't needed.



Right answer: "Use SageMaker with Logistic Regression."

Why? Structured data (ticket + category).
Classification problem.

Traditional ML is faster, cheaper, more interpretable.

Lesson: GenAI is for generation, not simple classification.

Scenario 2: When SageMaker is Overkill

Question: "We need to detect faces in security camera footage. What service should we use?"

Wrong answer: "Use SageMaker to train a custom face detection model."

Why? Unnecessary. Massive overkill.

Takes months to train and collect data.

Right answer: "Use Amazon Rekognition."

Why? Pre-trained face detection included.

Works immediately.
Cheap and accurate.

Lesson: Check if AWS has pre-built service first.

Scenario 3: Managed Service vs Custom Model

Question: "We need to predict house prices. Build a model."

Decision matrix:

Is training data > 100k examples?


├─ NO → SageMaker (easier to train on less data)


└─ YES → Check:


    Is accuracy critical? (property = $1M+)


    ├─ YES → SageMaker (more control, optimization)


    └─ NO → Could use Forecast (if time-series) or automated SageMaker


General rule: More data + more critical = custom model (SageMaker).

Scenario 4: Cost vs Complexity

Question: "Should we fine-tune Claude for our chatbot?"



Decision:

Current performance with base Claude + good prompting?


├─ GOOD (>85% satisfaction) → Don't fine-tune


│  Why? Expensive, unnecessary


│  Use better prompts instead


│


└─ BAD (<80% satisfaction) → Consider fine-tuning


   Do we have 500+ examples?


   ├─ YES → Fine-tune ($1k-5k + time)


   └─ NO → Use RAG instead (cheaper)


Lesson: Start simple (prompting), add complexity only if needed.

Exam Mindset Tips

Tip 1: Read the FULL Scenario

Bad: Skip to question, guess answer.

Good: Read entire scenario, note:

Type of data (images? text? numbers?)

Scale (small? huge?)
Cost sensitivity?

Real-time required?

Existing infrastructure?

Example:

Question: "We have 100k customer photos. Need to detect fraud. What 

service?"


Key details:


- 100k photos (lots of data)


- Fraud detection (classification)


- Photos (images)


Answer: Rekognition (pre-built, efficient for fraud detection)


        OR SageMaker (if you want custom model with fraud patterns)


Don't answer: "Use Bedrock" (wrong, not image-focused)




Tip 2: AWS Loves Managed Services

Philosophy: AWS prefers you use managed services over building from scratch.

Ranking of AWS's "preference":

1st choice: Pre-built service (Rekognition, Textract, Bedrock)


2nd choice: Managed training (SageMaker)


3rd choice: Framework in containers (custom TensorFlow)


Last choice: Build on EC2 (DIY)


For exam: If pre-built service fits, always choose it.

Tip 3: Data Type First, Service Second

Always ask: "What type of data am I working with?"

Images/video? → Rekognition


Speech/audio? → Transcribe/Polly


Text? → Comprehend or Bedrock


Numbers/tables? → SageMaker


Documents? → Textract


Predictions? → SageMaker or Forecast


Tip 4: Beware of Hallucinations in Questions

Exam might test: Do you know when GenAI has limitations?

Example:

Question: "Use Claude to diagnose medical conditions from patient 

symptoms."


Trap: Claude will generate plausible-sounding (but wrong) diagnoses.


Right answer: "Don't use Claude alone. Need:


- Human doctor review


- Trusted medical database (RAG)


- Bedrock Guardrails to prevent hallucinations


- Responsible AI practices"


Tip 5: Remember the Bias Question

Exam will ask: "How do you prevent bias in ML models?"



Right answers:

1. Audit training data for representation


2. Use SageMaker Clarify to detect bias


3. Monitor fairness metrics post-deployment


4. Remove biased features if found


5. Retrain if fairness degrades


6. Use responsible AI practices (Bedrock Guardrails)


Tip 6: Privacy & Security Come with Managed Services

Implied answer: AWS services have built-in security.

Example:

Question: "Which service handles encryption automatically?"


Answer: All AWS AI services (Bedrock, Rekognition, SageMaker)


- Data encrypted in transit (HTTPS)


- Data encrypted at rest (KMS)


- IAM controls access


You don't manage encryption details yourself.


Common Traps (AVOID THESE)

Trap Wrong Right

Overthinking "Build custom model" "Use pre-built service"

GenAI for everything "Use Bedrock" Check data type first

Ignoring scale No consideration 1M images? Different service than 10 images

Cost ignorance "Use SageMaker" Know cost; Bedrock cheaper for some tasks

Security skip No security mentioned Always mention IAM, encryption, monitoring

Bias denial "No bias possible" Always audit, monitor, adjust

1️⃣3️⃣ Final Summary (Exam Ready)

The Complete AI Hierarchy (You Should Memorize This)



┌─────────────────────────────────────────────────────────────────┐


│                                                                 │


│                ARTIFICIAL INTELLIGENCE (Broad)                  │


│                                                                 │


│  ┌─────────────────────────────────────────────────────────┐   │


│  │                                                         │   │


│  │  MACHINE LEARNING (Learning from data)                 │   │


│  │                                                         │   │


│  │  ┌────────────────────────────────────────────────┐   │   │


│  │  │                                                │   │   │


│  │  │  DEEP LEARNING (Neural networks, many layers) │   │   │


│  │  │                                                │   │   │


│  │  │  ┌──────────────────────────────────────────┐ │   │   │


│  │  │  │                                          │ │   │   │


│  │  │  │  FOUNDATION MODELS                       │ │   │   │


│  │  │  │  (Pre-trained, reusable)                 │ │   │   │


│  │  │  │                                          │ │   │   │


│  │  │  │  ┌────────────────────────────────────┐ │ │   │   │


│  │  │  │  │                                    │ │ │   │   │


│  │  │  │  │  LARGE LANGUAGE MODELS             │ │ │   │   │


│  │  │  │  │  (Billions of parameters, text)    │ │ │   │   │


│  │  │  │  │                                    │ │ │   │   │


│  │  │  │  │  ┌──────────────────────────────┐ │ │ │   │   │


│  │  │  │  │  │                              │ │ │ │   │   │


│  │  │  │  │  │  GENERATIVE AI               │ │ │ │   │   │


│  │  │  │  │  │  (Creates new content)       │ │ │ │   │   │


│  │  │  │  │  │                              │ │ │ │   │   │


│  │  │  │  │  └──────────────────────────────┘ │ │ │   │   │


│  │  │  │  │                                    │ │ │   │   │


│  │  │  │  └────────────────────────────────────┘ │ │   │   │


│  │  │  │                                          │ │   │   │


│  │  │  └──────────────────────────────────────────┘ │   │   │


│  │  │                                                │   │   │


│  │  └────────────────────────────────────────────────┘   │   │


│  │                                                         │   │


│  └─────────────────────────────────────────────────────────┘   │


│                                                                 │


└─────────────────────────────────────────────────────────────────┘


Reading from inside-out:


- Generative AI is a subset of LLMs




- LLMs are Foundation Models


- Foundation Models use Deep Learning


- Deep Learning is a type of Machine Learning


- Machine Learning is a type of AI


Key AWS Services Mapping

YOUR PROBLEM                          AWS SERVICE


Need to build custom ML model         → SageMaker


Need generative AI / chatbot          → Bedrock


Need image/video analysis             → Rekognition


Need speech-to-text                   → Transcribe


Need text-to-speech                   → Polly


Need text analysis (sentiment)        → Comprehend


Need document extraction              → Textract


Need forecasting                      → Forecast


Need recommendations                  → Personalize


Security & Responsibility:


- Encrypt data                        → KMS


- Control access                      → IAM


- Detect bias                         → SageMaker Clarify


- Filter harmful content              → Bedrock Guardrails


- Explain predictions                 → SageMaker Clarify


The 5-Minute Recap (For Last-Minute Review)

What is AI?

Machines performing tasks requiring human intelligence.

ML vs DL?

ML: Learning from structured data.
DL: Learning from unstructured data (images, text, audio).

GenAI vs Predictive AI?

Predictive: "Will X happen?" (classification/regression).

Generative: "Create X" (text, images, code).



Foundation Models?

Pre-trained on billions of examples. Reusable for many tasks.

Fine-tuning vs Prompting?

Prompting: Free, fast, limited.
Fine-tuning: Costs money, slow, powerful.

Why Responsible AI?

Bias, unfairness, hallucinations, privacy, security are real risks.

Which AWS Service?

Data type → Service:

Images? → Rekognition

Text generation? → Bedrock
Tables? → SageMaker

Documents? → Textract

Everything else? → SageMaker

Sample Exam Questions (With Answers)

Question 1

Scenario: A bank wants to detect fraudulent transactions in real-time. They have 2 years of historical
transaction data (1M transactions, 50 features per transaction).

Question: Which AWS service and approach?

Analysis:

Structured data (features) ✓

Classification problem (fraud/not fraud) ✓
Real-time needed ✓

Custom data ✓

Answer: Amazon SageMaker

Train XGBoost/Random Forest on historical data

Deploy as endpoint for real-time inference
Monitor using SageMaker Model Monitor



Question 2

Scenario: A company wants a chatbot that answers questions about their products. They have 500
product FAQs.

Question: Bedrock or SageMaker?

Analysis:

Text generation needed ✓

Not building custom model ✓
Pre-built service exists ✓

Answer: Amazon Bedrock + Prompt Engineering

Use Claude base model with products FAQ in prompt
No fine-tuning needed (500 examples is too few to justify cost)

Deploy as Lambda + Bedrock integration

Question 3

Scenario: A healthcare company needs to classify X-ray images as normal or abnormal. They have 5000
labeled X-rays.

Question: Which service?

Analysis:

Image data ✓
Pre-built service available?

Rekognition can classify images but not specifically trained for medical

Custom model needed ✓

Answer: Amazon SageMaker

Train CNN (Convolutional Neural Network) on 5000 images
Use SageMaker built-in CNN algorithm or custom PyTorch

Monitor for bias using SageMaker Clarify (ensure diversity in training data)

Add Responsible AI: Explainability, privacy, security

Question 4

Scenario: A company has recordings of customer calls. They want to transcribe, analyze sentiment, and

extract key entities (names, products, issues).



Question: Which AWS services?

Analysis:

Audio ✓ → Transcribe

Sentiment analysis ✓ → Comprehend
Entity extraction ✓ → Comprehend

Answer: Multi-service workflow:

1. Transcribe: Convert call audio to text


2. Comprehend: Sentiment analysis on text


3. Comprehend: Entity recognition to extract names, products, issues


4. Lambda: Orchestrate workflow


5. Store results in DynamoDB for analytics


Question 5

Scenario: A retail company wants to recommend products to users. They have user browsing history
and purchase data.

Question: Which service?

Analysis:

Recommendation system ✓

No deep learning needed ✓
Pre-built service exists ✓

Answer: Amazon Personalize

Upload user interactions (clicks, purchases, ratings)

Upload product metadata (category, price, etc.)

Train recommendation model
Deploy real-time recommendations

A/B test recommendations to measure lift

Exam Day Checklist

Before you start:

 Read each question FULLY (don't skim)
 Identify data type (images/text/audio/numbers)

 Ask: "Is there a pre-built service?"



 Ask: "Is security/bias mentioned?"

 Avoid overthinking (simple answer usually right)

If unsure:

 Eliminate obviously wrong answers
 Think about AWS's philosophy: managed services > DIY

 Check the scenario for cost/scale hints

 Re-read question once more

Red flags (common traps):

 "Use GenAI for everything" → WRONG
 "Use SageMaker for images" (without considering Rekognition) → WRONG

 "No security needed" → WRONG

 "No bias considerations" → WRONG

🎓 You Are Now Ready for the AWS AI Practitioner
Exam

What You've Learned

✓ AI vs ML vs DL vs GenAI (the hierarchy)



✓ Training vs Inference (the ML lifecycle)



✓ Supervised, Unsupervised, Reinforcement Learning (ML types)



✓ ML Algorithms conceptually (no math)



✓ Deep Learning and why it's needed



✓ Neural Networks (neurons, layers, forward pass, backpropagation)



✓ Foundation Models (pre-trained, reusable, transfer learning)



✓ Base vs Fine-tuned Models (and when each is needed)



✓ Generative AI (tokens, context, hallucinations)



✓ Large Language Models (training, inference, size)



✓ Responsible AI (bias, fairness, explainability, privacy, security)



✓ AWS Services (SageMaker, Bedrock, Rekognition, Transcribe, Polly, Comprehend, Textract, Forecast,

Personalize)



✓ When to use which service (decision framework)



✓ Common traps and how to avoid them

Recommended Next Steps



1. Practice Exam Questions: Take AWS practice exams (AWS official exam simulator).

2. Real-world Projects: Try hands-on labs in AWS Training.
3. Review Weak Areas: Focus more on topics where you score lowest.

4. Study Groups: Discuss with peers to solidify understanding.
5. AWS Whitepapers: Read AWS responsible AI and ML best practices.

Key Insights to Remember

Insight 1: AWS provides managed services so you don't build ML from scratch.

Insight 2: Foundation Models changed the game — one base model, many tasks.

Insight 3: Data quality > Algorithm choice. Garbage in = garbage out.

Insight 4: Responsible AI is not optional. Bias, security, privacy matter.

Insight 5: Start simple (prompt engineering), add complexity only if needed (fine-tuning).

Final Words

You now understand:

What AI, ML, DL, and GenAI are (not just by name, but conceptually)

How to map any problem to an AWS service
When to use which service and why

The responsible AI principles AWS cares about

The exam traps to avoid

You are ready for the AWS Certified AI Practitioner exam (AIF-C01).

Go forward with confidence. The exam will test your understanding of these concepts in practical
scenarios. Remember:

Read carefully.

Identify data types.
Check for pre-built services.

Consider security and responsibility.
Make the simple, obvious choice (AWS designs services that way).

Good luck on your exam! 🚀

Appendix: Quick Reference Tables



AI/ML/DL/GenAI Quick Reference

Concept Definition Example AWS Service

AI Machines performing intelligent tasks Fraud detection Any AWS AI service

ML Learning patterns from data Price prediction SageMaker

DL NNs with many layers for complex data Image classification SageMaker (custom)

GenAI Creating new content from patterns ChatBot Bedrock

ML Types Reference

Type Label Status Problem Example AWS

Supervised Has labels Predict/classify Email spam detection SageMaker

Unsupervised No labels Find patterns Customer segmentation SageMaker K-Means

Reinforcement Reward-based Optimization Robot learning SageMaker RL

Algorithm-to-Problem Mapping

Algorithm Problem Type Example

Linear Regression Predict numbers House price

Logistic Regression Binary classification Churn: yes/no

Decision Trees Classification with logic Loan approval tree

Random Forest Robust classification Customer churn (ensemble)

K-Means Clustering/grouping Segment customers

XGBoost High-accuracy classification Fraud detection

AWS Service-to-Data-Type Mapping

Data Type Service Capability

Images Rekognition Detect, classify objects

Speech Transcribe Audio → Text

Text Comprehend Sentiment, entities

Documents Textract Extract text, tables

Structured data SageMaker Train custom models



Data Type Service Capability

Time-series Forecast Predict future values

User interactions Personalize Recommend items

Prompts Bedrock Generate text/images
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Target Exam: AWS Certified AI Practitioner (AIF-C01)

Difficulty: Beginner to Intermediate


Estimated Reading Time: 4-6 hours (complete), 1 hour (quick review)

This guide is structured for the AWS Certified AI Practitioner exam. Study this material thoroughly,

practice with AWS hands-on labs, and take practice exams to ensure full readiness.


